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Abstract

RAG (Retrieval Augmented Generation) is the process of integrating the output generated from
LLM (Large Language Model) and embedding it with external knowledge, without the need to re-
train the model. Many studies have been conducted to evaluate the integration of RAG with LLMs.
However, they have rarely compared it with cloud-based chatbots that address the industry’s require-
ments, which this research addressed. A systematic literature review was conducted, followed by
interviews with industry participants to gather chatbot requirements. Based on the interview anal-
ysis, the RAG-LLM chatbot was implemented and a comparative analysis between RAG-LLM and
cloud-based (Microsoft Azure) chatbots was performed. The experimental evaluation showed that
RAG-chatbot achieved high performance: expert evaluation (96% vs. 80% Azure), LLM-Judgment
(94%), BLEU (67.2%), MRR (73.33%), Fuzzy Match (91.33%), Exact Match (67%).

1. Introduction

The cloud-based chatbots are becoming more.widely available in the business environment, but their
usage is still limited, especially for those ectoss, that place much importance on data privacy and
domain-specific tasks. This research was motivated by the real need identified in the oil& gas in-
dustry, where SAP (Systems, Applications,/and Products in data processing) users frequently raised
repetitive support tickets due to difficulties in navigating complex SAP documentation. The orga-
nization required a solution that could operate locally to ensure data privacy, retrieve exact answers
from internal manuals, and reduce workload. Retrieval Augmented Generation offers an alternative
by enabling businesses to ground answers in their texts without model retraining and full data control.

Based on the study of the literature in this domain, it was found that there is a notable increasing in-
terest in RAG implementation, however, there is a visible gap that most of the research either discusses
RAG?’s architecture or compares it with base LLMs, but few analyze how RAG-based chatbots com-
pared to cloud-based toolkits such as Microsoft Azure in real-world, industry-related applications. To
address this gap, an interview was conducted with the industry employees to gather requirements to
develop a custom chatbot that suits industrial needs. The objective was to develop a tool that performs
better in terms of answer quality, supported with a privacy mechanism, specifically to outperform the
existing solution, Microsoft Azure.

The three main operations of any RAG system are indexing, retrieval, and generation. The doc-
ument will be preprocessed and indexed by transferring it to a vector representation using dense
embeddings and storing it in a vector database. The documents are split based on characters, sections,
or semantic units. When a user submits a query, it will fetch the top-k documents from the vector
database by using a similarity search such as cosine similarity. The final step is the generator, which
is usually a pre-trained LLM, that will provide the final retrieved response and integrate it with the
LLM. The RAG pipeline is illustrated in Fig|I]
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Figure 1: RAG Pipeline: indexing, retrieval, and generation Processes

Table 1: Summary of Key Metrics Findings Across Different Domains

Domain Key Findings Metrics Used Toolkits/Platforms References
Healthcare Accuracy and relevance SUS, BLEU, ROUGE GLM-4, DIAG-GPT [114]
improvement (95% context
recall)
Education Student Satisfaction Rate: 93.3%  SUS, BLEU GPT-3.5, GPT-4 [118]
Supply Chain Operational agility and efficiency MRR Azure Al Search [[15]
E-Commerce User experience satisfaction and ~ MRR, Recall Falcon-RW-1B, GPT-3.5 4]

reduced response times

2. Related Work

With the large amount of data in organizations and the.hallenges associated with manual searching,
RAG technology is emerging as a promising solutionwHowever, there is a noticeable lack of studies
that address specific industry requirements,/which'was identified as a research gap. To address this,
a systematic literature review was conducteddocusing on the implementation of RAG with LLM to
develop customized private chatbots stited to industry needs. This review was guided by specific re-
search questions aimed at understanding heWw RAG-based chatbots can effectively meet organizational
requirements, which are: RQ1: How does an integrated LLM with RAG-based chatbot outperform
cloud-based toolkits? RQ1: What are the metrics that assess the performance? RQ2: What toolkit
will be used in this study? RQ3: How does the RAG-chatbot facilitate industry work? RQ4: Why
does the industry not rely on LLM only to load their documents? RQS5: What are industry profession-
als’ views on developing secure, customized chatbots? RQ6: What are the practitioners’ requirements
to implement an effective RAG chatbot?

This paper categorized the findings based on different metrics to highlight the effectiveness of
RAG in different domains. In most studies collected, the RAG outperforms the base LLM model,
showing better accuracy, relevance, and contextual understanding. To illustrate, in [9], the im-
provement of relevance was 13-25% compared to the base LLM. In addition, RAG performs very
well in domain-specific applications such as healthcare, education, supply chain management and
e-commerce.Table [I| summarizes key metrics findings split by domain.

The studies [14]], [18]], [15], [17], [8]], [12] are showing the RAG chatbot applications in health-
care illustrating improvement after implementing RAG in user satisfaction, response accuracy and
relevance, where specifically [18] achieves a 95% context recall and 93.73% faithfulness. Education
is another field in which many chatbots are implemented to assist students. In the studies [7], [1]
RAG showed high performance, student satisfaction, and accuracy improvement. For instance, in [1]],
the satisfaction rate was 93.3%. In the supply chain domain, operational agility improved, increased
efficiency and reduced disruptions [19]]. The research presented in [2]], [4] highlights the impact of
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using RAG-chatbots in e-Commerce and Customer Support, focusing on two points: prompt engi-
neering and real-time data retrieval requirements. The work in [2], demonstrates that a simple query
has a direct impact on retrieval improvement, and [4], shows the RAG performance in terms of user
satisfaction and response time reduction.

The key findings reported in the studies are: First, RAG improves response quality, reducing
hallucinations and enhancing domain-specific performance. Second, the different LLMs and tools
commonly used are: Llama 3.1 and Phi-3 [9]], GLM-4 [16]], Coze Platform [5]], Azure Al Search
[3]], and retrieval frameworks such as LangChain and vector-based retrieval for optimizing retrieval
pipelines. The common metrics found to measure RAG performance are: Mean Reciprocal Rank [2],
BLEU and ROUGE Scores [ 1], System Usability Scale (SUS) [18]] and other metrics such as accuracy,
Relevance score, Context recall, and Faithfulness.

The studies addressed challenges and limitations such as latency, small dataset, computational
cost, and security. In [6], the work revealed that high latency occurred in the RAG system, which
lowers the performance. The problem of hallucinations is common in the RAG system, and [[10]] pro-
posed a new RAG methodology, called ReRAG, to reduce hallucinations by utilizing fragment size
and feedback loops. Most of the collected papers highlighted the need for large datasets to enhance
the result [19], [7], (3], (2], [18], [15], [1l], [4]. For the security metrics, it was tightly addressed,
and some studies do not highlight it. However, [6], shows the benefit of using local RAG in security
improvement, and [3] focuses on OpenAl’s security compliance. In [11f], [[13], [4]], focus is on the
need to have a secure framework for data protection and system reliability.

In summary, this paper applied a narrative synthesis 40 the collected studies, and it was found
that RAG is a better choice for domain-specific applicationsy It outperformed the base LLLM in terms
of accuracy, relevance, and contextual understanding, Also, RAG has a significant impact on facil-
itating industry work, especially in real-time data“retrieval. However, there are limitations such as
computation cost, latency, small datasets, and*hallu€ination. These studies were also limited to focus-
ing on industry requirements, privacy, and cemparing the RAG with a cloud-based solution that was
available but had limited use in the industry: The deep understanding of industry LLM adoption and
requirements to develop a chatbot remainsunclear, which requires deep analysis in industrial settings.

3. Methodology

This research follows a qualitative and quantitative approach where interviews are conducted and a
system is developed. The first step was conducting a semi-structured interview with nine industry
professionals from different domains, ensuring generalization, collecting their insights, requirements,
and concerns about using LLM chatbots. The domains were Information Technology, Human Re-
sources, Engineering, Planning, Safety, and Interior Design across seven industries. The feedback
provides a deep understanding of enterprise settings, which helps to develop a chatbot based on in-
dustry considerations. The interview consists of 13 piloted questions related to RQs. The development
of the chatbot was done after the interview analysis to meet the industry requirements. The domain of
the developed chatbot is for the SAP system, where it is widely used in the industry, which includes
a large documentation requiring automation. Microsoft Azure chatbot is involved in the study as a
comparison tool versus the RAG chatbot. As investigated, the industries have wide access to Mi-
crosoft tools, and the availability of Chatbot Azure within the kits, but they did not utilize it because
of privacy concerns related to cloud-based solutions and the inability to retrieve the expected answer.
Six evaluation metrics were used to evaluate the developed RAG-Chatbot (LLM-Judgment, BLEU
score, MRR score, Fuzzy Match, Exact Match, and expert evaluation), and one metric was used for
the comparison with the cloud-based Microsoft Azure chatbot (expert evaluation).
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Figure 2: High-level Architecture of RAG-Chatbot

3.1. Interview Analysis

This section aims to analyze the interview responses to build the chatbot and answer related research
questions. The analysis is based on four themes: Privacy issues with the data—among all sectors, they
focused on data privacy restrictions from companies to use Al-based tools for loading the documents
due to industry policy and concern. Difficulties in retrieving and searching for the information—the
participants demonstrate frustration in the searching proce$s, which was time-consuming, and it af-
fects key performance indicators, especially in the I'T department, where the immediate answer to the
user is required. Strong desire for a custom chatbot—ithe participants acknowledged that it would
speed up the work rhythm by eliminating the se@irehing, time and relying on human support, which
delays the process. Features required to develep thé chatbot—the participants have common desired
features, which are privacy, accurate answegsy/Operating based on the organizational data, and inte-
grating it with the internal system of th€ company.

3.2. Experimental Setup & Procedure

After performing and analyzing the interview responses, the settings to implement both chatbots were
addressed as follows:
» Implementing RAG-chatbot

Model & Libraries: The RAG system is implemented using Llama2, which is known for
high-quality response generation. LangChain is the library used to connect LLM with the
external database. For example, data that will be retrieved from PDFs.

Embedding model: OllamaEmbeddings with nomic-embed-text

Database: The database used is a vector database called Chroma DB. It provides a fast,
high-quality response and is easy to integrate with LangChain.

Documents: PDF files for SAP user manual, error resolution, transaction codes, and
FAQs.

Dataset: The dataset is based on an actual enterprise scenario, user manuals, and FAQs
(Frequently Asked Questions) for the SAP system in the oil and gas industry, where all
the required documents for SAP to be used in the company were loaded. It varies from
complex documents where detailed technical guidance is required to simple documents
that include a list of email support. The format of the documents loaded is PDF, and the
processing is done using LangChain and Chroma.

Front-end&Back-end Development: The framework is Flask combined with JavaScript



and HTML. The back-end is Python 3.12.
Run time: Locally using Ollama to achieve the privacy requirement.

* Procedure

The user will interact with the developed system through an interactive chatbot interface(Flask
UI). Once the query is submitted, in the backend, it will be embedded using Ollama Embed-
dings with the embed-text model, the retrieval specified for top k=5 using vector similarity
(cosine similarity). The stored query in Croma DB will be compared with the embedding of the
generating query. A template used for prompt construction, so the retrieved chunks will be fed
into it. The retrieved prompt feeds into LLM (Llama2) via Ollama, which will add quality to the
response. The response will be retrieved with metadata (source of the document), to ensure that
the answer only comes from the data that exists in the document, because of the customization
required in the chatbot.Fig [2|illustrates the high-level architecture.

» Azure Chatbot Creation

Building an interactive chatbot with Microsoft Azure services is a simple process where a non-
Technical user can create a fully functional chatbot with their knowledge base data through
the Microsoft Azure portal. The first step is AI model selection; the model chosen in this
experiment is OpenAl. Two models will be created, the first one is GPT-35-Turbo, and the
second one is for vector searching purposes, called text-embedding-ada-002. To train the model
on the required data, all the files were uploaded. Next, selecting the searching mechanism where
its two types: keywords and semantic. Lastly, the chatbot deployment will be as a Web App
deployment and the user can start to chat against theddeployed chatbot.

Table 2: Comparison between RAG-based LLM Chatbot and Microsoft Azure Chatbot

Aspect RAG with LLM Microsoft Azure

Privacy Private Environment where the datawillmot “»The data goes through an API, which is
be breached outside, the chatbot runs locally. ™ cloud-based, so the data can be breached.

Ease of De- Requires programming skills'with) RAG im-  The availability of the Microsoft SDK and a

velopment plementation and LLMs knewledgeswhich  user-friendly interface facilitates its use.
makes it more complexsthan using the built-
in chatbot kit.

Evaluation Allow a variety of use,case testing, such as  Cannot reach the underlying phase. The test-
semantic and lexical evaludtion using differ-  ing is only via the interface (expert evalua-
ent metrics. tion).

Performance  High-quality and detailed answer. The per-  High performance in general, but the answer
formance can be slightly decreased depend-  is in a general form.
ing on the time spent retrieving data.

Use Cases Best for domain-specific tasks, when re-  Best for business organizations, especially

sponses are based on specific documents or
databases, and details are crucial factors of
the response

organizations using Microsoft Services.

4. Results & Discussion

This section demonstrates the results of RAG Chatbot implementation and Microsoft Azure cloud-
based chatbot. The analysis will be provided based on research questions and the inference from the
interview.
* Performance Evaluation
Both chatbots, cloud and RAG-based, show a high performance in terms of relevance and ac-
curate response, but each one has its use case. According to the expert evaluation, when the
queries require detailed guidance answers with deep information, the RAG chatbot demon-
strates a higher accuracy performance. It is also suitable for data-intensive tasks and specialized
domains where the answer is required to be specific to the organization based on its documents.
In addition, the RAG chatbot performs well when the data is retrieved from multiple resources,
such as data scattered in different PDF files. Microsoft Azure chatbot is working at a higher



speed, and RAG is showing a latency in some query retrieval, especially the complex one. How-
ever, it has a lower accuracy rate compared to the RAG chatbot due to general answer retrieval.
It is suitable for cases requiring fast answers, not detailed ones, such as customer support. Table
compares the different aspects of the chatbot’s performance. For better result demonstration
and comparison, 50 sample queries with the same input were fed into both chatbots. The result
is based on expert evaluation, where the successful cases are counted and divided by the sample
size, and the result is presented in Table [3| Fig[3a] & Fig[3b|show one of the scenarios out of
50 where the user asks the chatbot a query requesting to resolve the error in the SAP system. In
this case, both chatbots deliver the answer, but the RAG-LLM chatbot provides a more detailed
answer that the user can resolve the error easily by following the chatbot’s instructions, while
the Microsoft Azure chatbot provides short answers, which the user may need human expert
knowledge and support. As a result, RAG chatbot is suitable for the SAP application since it
provides a better guide in the process, with details that will eliminate the need to request ex-
tra support, such as the IT department in which will save department and user time, and thus
increase the efficiency.

Result based on Evaluation Metrics

To accurately assess the performance of the RAG-LLM chatbot, six evaluation metrics were
implemented, each with its own evaluation purpose. For the Microsoft Azure chatbot, the
valid metric is limited to accuracy based on expert evaluation, as it cannot be customized to
implement other metrics.Table 4] discusses each metric’s result.

Table 3: System Expert/Evaluation

Chatbot No. of Tests <Funetional Re- Accuracy
sponses
RAG with LLM 50 48 96%
Microsoft Azure 50 40 80%
Ganrsin Welcome to Al Assistant Tool © contoso D smowannnisory (Y

Empower Your Wordiow - Use the ChatbotforInstant Assstancel a
nnnnnnnnnnnnnnnnnnnnn E
(a) Answer Generated by RAG-LLM Chatbot (b) Answer Generated by Microsoft Azure Chatbot

Figure 3: Comparison of Chatbot Answers from RAG-LLM and Microsoft Azure

Based on the metrics evaluation, the results indicate that the RAG-LLM chatbot generates high-
quality, reliable answers that are relevant to the SAP documents, which are suitable for indus-
tries. The answer generated matched the expectation in structure, and meaning can be inferred
from the Fuzzy score and Expert Evaluation. The highly relevant context retrieval is reflected by
the MRR score. In some cases, exact words are required, and the Exact Match metric extracted
these cases correctly. Lastly, the LLM judgment of answer correctness verifies that RAG-LLM
has strong semantic correctness.



Table 4: Evaluation Metrics Result, Analysis, and Working Mechanism

Metric Result Analysis ‘Working Mechanism
LLM Automatic 94% In most cases, the model returns true, in-  Llama2 checks the generated answer against the
Judgment dicating a high semantic performance. expected output by returning a binary decision.
BLEU Score 67.23% Strong lexical performance, especially — The generated and expected answers will be mea-
for short answers such as transaction  sured to evaluate how close they are.
code retrieval as “MES3N”.
MRR 73.33% Strong context retrieval where the docu-  Assess if the targeted document ranked high,
ments contain the answer ranked in the  best case to be at the first rank. Calculated as:
top 1 or top 2 position. MRR = % Z m
Fuzzy Match 91.33% High performance for paraphrased text. It uses fuzzy string similarity, which al-
lows for similarity measurement even if
words are different or paraphrased. (fuzzy-
wuzzy.partial ratio())/100
Expert Evalua- RAG-LLM: 96% This result indicates a high performance  Test the system by providing queries and us-
tion Microsoft Azure:  for both chatbots, where RAG-LLM ing human evaluation to evaluate successful
80% outperformed Microsoft Azure in re- and failed cases. The accuracy based on hu-
trieving detailed, relevant answers that  man evaluation is calculated as: Accuracy =
are suitable for domain-specific tasks. ( Number of ng:z;tl 2 geg:e Tesponses ) x 100
Exact Match 67% This metric only measures the exact Check if the exact word appears in the response,

match of words where the test has mixed
cases, resulting in 67%, which is work-
ing well with the matching.

return true or false. It is critical when an exact
answer is required, such as the SAP transaction
code.

5. Limitations

While the paper shows the practical development and evaluation of an industry SAP chatbot
using RAG and Microsoft Azure chatbots, there are some limitations, which are a small dataset
&participants, limited Microsoft Azure chatbot evaldation. The dataset used is based on the real
oil& gas industry SAP documentation; howeves it can, be increased by embedding extra SAP
modules, enhancing the chatbot to answer more dqueries related to diverse SAP modules. The
interview participants were only nine from'different sectors, which will provide more insights
into the chatbots development and disCoyering a wide range of organizational contexts if the
participants were increased. The eyaluation of Azure chatbot is limited to expert evaluation
due to restrictions on reaching‘he underlying infrastructure of the Azure chatbot, resulting
in minimizing the depth of comparison in terms of evaluation metrics. The prototype was
developed and tested by expert evaluation and evaluation metrics; however, to improve the
analysis, the chatbot needs to be tested with the interview participants for feedback collection
and improvement.

6. Conclusion & Future Work

This paper developed and evaluated the RAG-Chatbot based on the industry environment and
compared it with Microsoft Azure chatbot in terms of answer correctness, privacy, and overall
response quality. Interviews were conducted with the professionals to explore industry re-
quirements for developing a custom chatbot. The participants’ responses were analyzed based
on four themes. The main features highly required by the industries were privacy, accuracy,
and sourced data. The chatbot was developed by integrating RAG with LLLM using Ollama to
achieve privacy, where the chatbot was hosted locally, providing accurate and high-quality an-
swers using Llama2, and for sourced data, all retrieved answers were indexed with the source of
the document. The RAG chatbot was tested using six evaluation metrics, which are expert eval-
uation (96% vs. 80% Azure), LLM-Judgment (94%), BLEU (67.2%), MRR (73.33%), Fuzzy
(91.33%), Exact Match (67%). The result showed that the RAG chatbot provided accurate and
high-quality responses for various queries, making it more suitable for the SAP domain than
Microsoft Azure, which provides more general answers. Microsoft Azure Chatbot has simple
and user-friendly kits that allow users with no technical background to build a custom chat-



bot by simply loading the documents into the chatbot, while RAG chatbot requires a technical

background to develop. Both approaches achieved high accuracy based on expert evaluation,
although each has its best case for implementation. The research directions for the future would
include the integration of Multimodal Retrieval-Augmented Generation since the chatbot is de-
signed for SAP applications, which often include user guide screenshots, and workflow figures.
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